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Who Are We?

Max Graupner | SVP Security & Audit

For more information, please contact

Jason Kong | SVP Operations
Jason.Kong@RunBuggy.com
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Olianna Dean | Snr Dir of Delivery Ops



Is a technology company that connects car shippers
and transporters, integrating transportation into your tech stack.

RunBuggy MARKETPLACE™ is a Transportation-as-a-Service solution
using a moderated, cloud-based logistics platform and best-in-class

customer service to help delivery cars faster, at less cost, and with greater
efficiency than ever before.

RunBuggy HITCH™ is a Saa$S solution that connects a company’'s own
Drivers, Partner Transporters and Vendors with the RunBuggy

MARKETPLACE™, providing a single secure command center for all
transportation management.

Company’s Partner Vendor &
Transport Providers

RunBuggy Company's Own
Drivers
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—————— RunBuggy Marketplace

International Network

Instant Supply Chain Resilience
17,000+ Drivers Onboarded U.S. + Canada

_Live Transporter Locatlons -
Greater Toronto Area.

Every Use Case

Any Point to Any Point. Across the Country.

Full Loads

Partial Loads

Routine Moves

Deviations

Dealer to Dealer

Consumer Direct Deliveries or Pickups
Enclosed

High End / Unique

Remarketing / Repo to Auction
Inoperable Vehicles
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— — — — — - Security and Theft: The Problem
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Thieves Hacking Transport Brokers to Steal Repossessions
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—————— Security and Theft: The Problem

1 |

Clients who allow agents to coordinate 1007% of their transport directly,

ARA Alert - Transporter Fraud

P hh—

Somewhere in this chain, the release order is intercepted or manipulated,

NN .. 4 . and a transporter shows up to your lot with seemingly legitimate
o documentation
ARAAlert -
‘ 1. Vet every transporter thoroughly. If it didn't come from the client or
r ran Sﬂﬂf ter , , 3[[”# | auction directly, question it.

2. Document everything. Who sent the release? Who's picking up? Who
confirmed the transport?

Thieves Hacking Transport Brokers to Steal Repossessions

3. Have the transport companies send valid workers' compensation

G A Al insurance certificates from their carrier.

Ao Tk

e bt s g 4. Push back. If you're uncomfortable or something doesn't feel right,
A B R KA S stop the release and get written confirmation from the client
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5. Educate your clients. Let them know this is happening. Many of them
don't realize the risk they're creating.
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—————— Security and Theft: What We Are Seeing In Transport

MUCH Bigger than Repo or Remarketing!




—————— Security and Theft: What We Are Seeing In Transport
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How Thieves Are Targeting Cor
Transporters & How to Protect Your

Vehicle Possible stolen car

I'm not going to give specifics as this is actively being
investigated by insurance and law enforcement.
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A Cyberattack on Jaguar Land
Rover Is Causing a Supply
Chain Disaster
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—————— Nothing is Foolproof

Manage Risk with a Strong Security Posture

The security status of an enterprise’s networks, information, and systems based on
information security resources (e.g., people, hardware, software, policies) and capabilities
in place to manage the defense of the enterprise and to react as the situation changes.




—————— Nothing is Foolproof

Manage Risk with a Strong Security Posture

Improve robustness and resiliency with overlapping layers and redundancy

Effective overlap creates a multi-layered defense where different tools can catch threats the
other missed, and redundancy ensures continuity by eliminating single points of failure



Security and Theft: What We Are Seeing In Transport

Professional Criminals
High Dollar Vehicles




—————— Security and Theft: What We Are Seeing In Transport

Professional Criminals
High Dollar Vehicles

Vulnerabilities in
People, Processes, Policies

Physical Vulnerabilities

Vulnerabilities in
Technology



—————— Security and Theft: What We Are Seeing In Transport

Professional Criminals

High Dollar Vehicles
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—————— Remarketing Transportation Ecosystem

Forwarder Repo Agents
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—————— Remarketing Transportation Ecosystem: Focus for Today's Conversation

Forwarder Repo Agents
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—————— Remarketing Transportation Ecosystem

RDN / MBSi

Integrated @
Transport
Broker

AutolMS




- — - — —- Legacy Transportation Data Ecosystem

Standardization for communication is difficult!

FREE -
From noresponse@cdondan.com Sent: Thu16/08/20121217 LOGO
To:
Ca
Subject Email from Transport for London

-1 Message | Ti001048577540 paf (19 KE)

&1

Dear Customer

Please open the attached file to view correspondence from Transport for Londen.
DEARRMI

00002 " If the attachment is in PDF format you may need Adobe Acrobat Reader to read or download this attachment. If you require Adobe Acrobat Reader this is
ey M e available at ne cost from the Adobe Website www.adobe.com
828 28 50 "
28, 150011300 Thank you for contacting Transport for London.
STEEL COIL(S)

828 1100

Business Operations
Customer Service Representative

0 t —
PEOPLENET TEST LOAD

This email has been scanned by the Symantec Email Security.cloud service.
For more information please visit https//www.symanteccloud.com

INTERIOR
o
This email and any attachment are intended solely for the addressee, are strictly
recipient any reading, dissemination, copying or any other use or reliance is proh
immediately by email and then permanently delete the email.

[e—1

TRIVIN CANNOT MAKE PHOPER MSFECTION (FTIAL

Archaic Systems Manual Processes and Communications

Fragmented Data Sources
OEM: AS400 One to one communication threads

Inconsistent, primitive, analog

unBuggy



Bank-Grade Cybersecurity

Transportation platforms processes millions of transactions and millions per month in payments from
shippers and fares to transporters.

NIST W A)ownAsk,

S

% 83 ISACA A\

Global OEMs, Lenders, and Large
Enterprise Accounts Require This

© 2025 RunBuggy OMI | CONFIDENTIAL 20



Why?

© 2025 RunBuggy OMI | CONFIDENTIAL 21 ZT_\; Uﬂb"uggy



Professional Bad Guys: Cyber Threats Are Everywhere
RunBuggy Connections and Threat Map

LEGEND

TOGGLE LAYERS

@ Transporter
@ Shipper
@ Employee
@ Auction

@ Privaste

unﬁuggy



—————— Security and Theft: What We Are Seeing In Transport

25 wired.com/story/lir-jaguar-land-rover-cyberattack-supply-chain-disaster/ o D .1 o Relaunch to update
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trying to prevent this A Cyberattack on Jaguar Land
with companywide Rover Is Causing a Supply
protections; not Chain Disaster
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suppliers to lay off workers.




—————— Remarketing Transportation Ecosystem

Lender

RDN / MBSi

Transport
Broker
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AutolMS
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As Long as Enterprise Companies Are Around,
Technology is Not Going Away




—————— Remarketing Transportation Ecosystem
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—————— Remarketing Transportation Ecosystem
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—————— Network of Transporters

Vulnerabilities in People, Processes, Policies

* Double brokering
* Providing identifying information on load boards
« Not using appropriate processes and authorized systems in place 100% of the time

1. Bad guys monitoring, probing for weakness
» Fake or impersonated credentials

« Sometimes, no impersonation needed; weak processes and key handover at pickup
« Go pick up vehicle, take where they want

2. Bad guys intercepting information, setting up innocent transporters to pick up and drop off
what they think is a legitimate order

« Original pick up location
* NEW drop off location accessible to bad guys

» If the pickup location was not involved in creating the order, they are often clueless



—————— Remarketing Transportation Ecosystem

Lender

Customer

Dealership

Forwarder

RDN / MBSi

Integrated
Transport
Broker

AutolMS

Auction

Repo Agents

Payment Processing

-

~

Repo Yard

Network of Transporters
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—————— Repo Yard

Physical Vulnerabilities
* More Repo volume = more offsite lots = more complexity and barriers to secure

« Utilize layers of security: ensure the perimeter, entrances, building doors, and
windows are well lit. Install alarm surveillance systems.

« Organize and secure sensitive information, and protect Pl

Yes Yes Ready

Vulnerabilities in People, Processes, Policies
+ Use the Systems in Place 100% of the time
« Communicate through secure, trusted platforms
« e.g. ClearData securely notifies integrated Transport Partners
* Online scheduling creates digital record,
does not allow double booking
« Modern transport providers have their own branded App.

Updated statuses trigger transport in
system through secure integrations

RQUﬂBuggy



—————— Repo Yard

Vulnerabilities in People, Processes, Policies
« Harden Processes
« Do not accept paper BOLs
 Demand complete, clear, CONSISTENT documentation
» Verify the Shipper and Destination
* Sometimes an unsuspecting Transporter
» Destination should be Auction!

« Verify the Transporter

« Does Transporter, Driver, DOT, Truck Identifier, Insurance,

Driver's License information all match what is in the

system?
 How long have they been in service?
+ Ratings, complaints?
« https.//saferfmcsa.dot.gov/CompanySnapshot.aspx

* Do not accept manual change order requests

* Hold partners accountable
* Reputable, insured, vetted partners

Paper documents are easier to forge

R
(= 2
ey = -
TRANSPORT
o ' "lbf‘,:v T Y
s e l.mf‘l: s 40 B 832478 t
) L % 9 e
Q'l‘ jeral Mok imor Salety Admuneveation
Sately and Filness Electronic Regords (SAFER) Sysiem
Company Snapshot

® COroRe Moo ecnsd of Nty e erdBoation, e, oo
g 100G (1 Ay ) & PORINE (nl oF Arace Fagecton sumimary s craah Ky
WA vlatihe W 0 A0 NG uiry (00 Cavar o & 1) Des of Chaige

Search Critoria

Uarn cnn st by DOT Mambiar, MONX Mumbar or Company Narre

+ USDOT Number  MC/MX Number | Name
Enter Value: 3613426
Search

RQUﬂBuggy


https://safer.fmcsa.dot.gov/CompanySnapshot.aspx

—————— Repo Yard

Vulnerabilities in People, Processes, Policies
* When in doubt, communicate!
+ See something, say something
» Lender, Forwarder, Transport Broker, ARA, Law Enforcement

Time is of the essence!

https.//www.fbi.gov/investigate/transnational-organized-
crime/cargo-theft

Call 911 if you are in immediate danger.
File a police report with your local or state law enforcement agencies.
Call 1-800-CALL-FBI (1-800-225-5324).

Submit a tip online at ic3.gov or tips.fbi.gov.
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—————— Repo Yard

Vulnerabilities in Technology

« Cybersecurity Hygiene
« Credential and Password Management
« Who still has an account?
» No sharing accounts

* Your login/password information is likely on the

dark web (unfortunately, we've seen it)
« Training

» Resources

* https.//info.nmfta.org/2025-supply-chain-
cybersecurity-trends

« Targeted to the resource-constrained Small Business

Stay Ahead of Cyberthreats with Actionable
Stops Tailored to Owner Oporators and Small
Feets.

NMFTA Cybersecurity Best

Practices Guidebook - Owner
Operator and Small Fleet

(A
NMETA Cybersacurity
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------ Multiple Tiers

Consumable, bite sized,
recommended actions

OOSF.01.1 - Keep Software and Operating Systams Upaated | .. ......ououioiiimmmmmmmrmrmmiiimmsiismaiisreinns 7
OOSFOL.2-BackUpimportant Fles. .. ........oiovievinnins T o I oy 8
OOBFDES ~Une Deng, U PRSIWONES . . ic iicaicassusiiasioniasnaanssnbusarannavasns idboninasnanavaasbauin 9
OOSFOLA-RoQUIFre PasswordB ON Al DEVICES . . . ... ocvuviinnrenssensssrsniosnnsanssssssnissanssssssssassnns 10
OOSF.01.5 - Require Multl-Factor Authentication ., . ................ R G IR Rt S R S IO G AR SRR TPE 11
OOSF.02.1 - Basic Cybersecurity User Awareness Training Program. .. ... ..o iirrnriiieirinirninnnnnans s 12
OQOSFH23 ~Hovo sn el NOIPORBE PIBR . o i icuiisassniinsicissnasinsivisubosassedsnitssssansssssasssssss 14
OORRE2 A ~ Boonto Wlaos MO i i iaiivuivaswauaiBiie s S ind tes i saubseadiv b isnubcadevisd sovrobe 15
QOSF025 - Implement 3 Least Privilege Account ACcess PollCy ... .......vvvrarrmrrmrssssssrsarsssssssrsrssrnrs 16
OOSF.03.1 - Inventory and Classify Al BUsin®ss Data, . . ... ....0oouieeiierimroormmmsommmmsrrriomsesssssrsossres 17
0OSF 03.2 - Designate Cybersecurity Roles and Responsibilthes. . ... .........ouuuiiiuiiiiniieimiommmmiiineis 18
OOSF.03.3 - Layered Network ACCess COMIOIS. . ., ... ..ouuiiniremmmiesssiosiosssssasesssiorsasnasssisissssis 19
OOSF.03.4 — Internal Network SOOmMENTBION . . ...\ . .ooouieuiieeraneeanietsannesnssaaestontommsssssoseassss 20
OOSF.03.5 - Virtual Private Network Required for oll Remote ACCBSS . ... ......0oiiuiiiiiiiiiiiiiiiiiiaiiinniin 21
OOSF.03.6 - Documented Hardware and Software Inventory Mandgement. . .. ... .........oiiiiiiiimmiiriiiinns 22
OOSF03.7 « CONMGUIE BBl SOOUIMY . . ... .uiuuiuteinaneiiorsernnmseaniorhonsesssssessstonsssmeessioresssis 23
OURROEE =Bty O DEEOIE S 0 5.0 56 05540500 01550060560 045 LA NPESH SIS 046 I NP IS UBEESN EPTAIBEEAEE ENASSISIDD 24
OOSF.03.9 - Enable Detailed Secunty Logong .. ... ....oovvvrvnnnns B Y T R T T 25
0OSF.03.10 - Software Version Control and End of Life Management. . . ... ..., ...ivuvieririimrmmioriiarmnnies 26
OOSF.04.1 - Security Incident and Event Management SORION .. . .. ... ........ooumireer e iseisaeeseaseaneses 27
QOSF 04,2 - Secure Baseline Confgurations of Device IMages, ... ........ovvviivrnmnranns . 28
OOSF.04.3 - Network Intrusion DEection SYSem . . ... .. ... uuuuuemuiunemsieriommomssesmmstiommmssssoseiensses 29
QOSF.04.4 - Formalized, Documented Cybersecurity POBGES . . ... ......iouiiiiiiiiiniiiiiaiiinieiiiiciianaainss 30
OOQSF 045 - Regular Assessments and Exercises. , . .......... R PP I S ST LR o R N P o 3
OOBFOLE = ro-Trst APTIIICAIIG o oo o oo vssiaviosionnressiossanvesssracontasianssonssassshresnnsativsassrss 32
OOSF.04.7 - Mobile Device Managoment SORION . . ... ..o ouuiiieiimmmomiiimmmsimmsiiermmmeriratinmes EE]
OOSF 048 « Priorized RIsk ROgIEter. . . ... ooty at ettt e e m s n e esa s e an s een st rn b 34
QOSF.04.9 - Documented Change Control Process . .. .............. L KR TP NPTy e pye o 35
OOSF.04.10 ~ Notwork Intrusion Pravention SYETBM . . . . ... ieiuiermeieriommmmmsasemsntierssmarsiioieorens 36

.




—————— What Agents Should Do

1. Sign up directly with the Transport Brokerage who
has a relationship with the Lender/Forwarders

, runbuggy.com/repos/ @ Y¢ o} (Y o Relaur

Platform  Shippers Haulers About Support Sign-Up

Start turning parked cars into profit
today.

And/Or

2. Recommend a Trusted Transporter

Filling out the following information will help us move units from
your lot in a timely manner.

1. Business Overview

RunBuggy:
RunBuggy.com/repo |

2. Transportation Preferences
3. Verification Preferences

4. Appointment Preferences
5. Self Transport Details

6. Other Helpful Information

Montway:
Jack. Dimkov@Montway.com

Business Overview

Company Name *

Company Name




—————— What Agents Should Do

Calls to action

Harden your system of People, Process, Technology
Use the secure systems in place
Step up your own Processes

Sign up with Transport Company directly
1. Move the cars yourself
2. Designate your preferred Transporter
3. Receive secure notifications and updates

Communicate
See something, say something



Thank You

For more information, please contact

Jason Kong | Jason.Kong@RunBuggy.com

© 2025 RunBuggy OMI, Inc. | CONFIDENTIAL



—————— RunBuggy.com/Security

How We Help Keep Your Vehicles Secure

* In-System Visibility & Digital Documentation

« Zero-Trust Security
« Passwordless Authentication — No shared passwords, reducing the risk of cyber fraud.

« Advanced Encryption & Continuous Monitoring Our in-house security team actively monitors for
suspicious activity, exceeding cybersecurity standards.

* Robust Transporter Vetting and Monitoring
« DOT Compliance & Safety Checks - \We ensure transporters meet federal safety and operational
regulations.
» Insurance Verification - Every carrier must maintain the required coverage before moving a vehicle.
» Business Validation - verify company credentials, eliminating fraudulent operators before they enter the
marketplace.



— — — - Robust Safety and Security

M T e et e e

Zero-Trust System
Architecture

RunBuggy uses passwordless authentication.

All users required to have their own unique
login, including Drivers: no password sharing

Security by design: advanced encryption and
continuous activity monitoring by in-house
Security Team

Award winning cybersecurity thought

leadership, exceeding SOC2, NIST, and CSF
requirements

For a deeper look, visit runbuggy.com/security

Robust Transporter
Vetting and Monitoring

Transporter vetting and verification is a
condition of participating in Marketplace

Includes:

* Time in Operation

* Required Operating Authority and
Insurance

» Other monitoring criteria including
background checks

Compliance Badges and Transporter

Ratings

» Heightened requirements for selected
moves

* Objective ratings

S e s

i B 3EE

[

Cosviliars Madyes

0 Cowrrtisrais Dobanr Pk
L v www - pmea —

o

Real Time Transparency
and Digital Documentation

Shipper should only release the vehicle to
the Transportation company and driver

currently displayed in RunBuggy platform

@ Fast Lane Transport & Logestics LLC

Chat With Transparter -

Authentic Bills of Lading are generated by
signatures in the RunBuggy Mobile App

Binof Laging renlieh (e
Bl of Lading - R -




—————— 3'd Party Portal: Vehicle Readiness Confirmation and Transporter Verification

Vehicle is ready for transport

Confirm Drivable | Ready | Keys

Licensing/
Detail /
Accessories
000
Repo/
Upfitter /
Vendor/
Repair /
Body Shop
=5
o [=)
U U
=0 =» o=

Trade In

3" Party Portal coordinates multiple
external and internal stakeholders and
“get ready” functions; vendors,
transporters, customers
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o
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Confirm Official Transport Company
and Driver



—————— What Agents Should Do

c °5 info.nmfta.org/owner-operator-cyb... & ¢ ) [ty Y, = 0 Relaunch to up

~\
( N M F m Events Cybersecurity About Products Contact Join NMFTA
—Na t ight
Tra Inc

. , , o . NMFTA Cybersecurity Best
https.//info.nmfta.org/nmfta-cybersecurity-best-practices- -V "= : Practices Guidebook - Owner

quidebooks * _Operator and Small Fleet

Download Guidebook Now

https.//safer.fmcsa.dot.gov/CompanySnapshot.aspx

L. (CBNVFTA
NMFTA Cybersecurity

Best Practices Guidebook

https.//RunBuggy.com/repos

Stay Ahead of Cyberthreats with Actionable
Steps Tailored to Owner Operators and Small

https.//www.nist.gov/cybersecurity-and-privacy Floots.

an independent owner operator, your truck isn't just a vehicle—it's your
i

As
business. With cyberthreats growing every day, staying secure has never been Company Name*
more critical. The NMFTA Cybersecurity Best Practices Guidebook is your roadmap

to your . data, and in 2025 and beyond Repo Company

This comprehensive guide includes:

Company Type*

+ Low-Cost Solutions: Cybersecurity measures designed for limited budgets; Oth
er

+ Step-by-Step Guidance: Easy-to-follow actions to secure your systems;

* Tailored Insights: Controls specific to owner operators and small fleets; and protected by reCAPTCHA n

« Real-World Examples: Practical scenarios to implement cybersecurity best i bl

practices.

- < > < % Download Guidebook Now
Don't wait until it's too late. Take the first step toward protecting your business
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https://www.nist.gov/cybersecurity-and-privacy

QKYI Abaiadze

Pickup on Thursday Morning Ser
16. Delivery on Friday Morning S¢

: ‘@ @
09Nn42021 721 -

Q RunBuggy - Jeannie Thomas

Thank you! -

O Porsche S Y

Good afternoon, so | can make sure the car
is ready for pick up could you give me an
ETA for arrival?

e RunBuggy - Jeannie Thomas

Updated delivery address: 14400
Daleville, In 47334

09/28/202110:31
DELIVERYL. ___.__. . _ ___, Borovoy

Hello. Pick-up should be today between 4
and 530 PM

8/202110:39

@ Porsche¢ ... ... _., ey
Great, We'll have it ready

09

28/2021 27

Q Porsche s ! Rt
Type a message a

Active order chat - shipper/carrier

Add Cate Pass 3K}

Gate Passes or releases
attached to each order

Carrier location tracking

1 will arrive at pickup

elect Arrival Window.

7AM -1PM
1PM-6PM
7AM -1PM

1PM-6PM

7AM -1PM

Submit a new time

Dynamic, VIN-level Transporter ETA

Your shipment is completed

-—— "".""' N v '
- "
-ae B
. = f
: ';;_ e ~gal Hedlo Joe. Your vehicle

- —— e ———

transport |s currently
YT TT S TFTTIT TFFTF I being coordinated, We will
reach out 1o you when the
vehicla is on its way, If you
need support, pleass
contact

1 suoReA@unbuogv.com
or (G88) 872-8449, Click
on the link to track your
order progress. Hitns//
bt IGPVRC

Hello Joe. Your stans used
car desder order has been
pccopted! The preliminasy
astimate for the pick-up
window Is Saturday,
Septomber 11 10:00PM -

a9

White-labeled customer
scheduling & updates



— — — — —- Order Transparency

Deta

VIN Plate or Please
Sticker

Passenger
ear

—

L
Additional
s

Please

Driver Front Windshield Passenger
Front

capturea  capturea
photo of the photo of the
Odometel keys

Pickup and dropoff pictures:
geotagged and time stamped
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Digital Bill of Lading

- R ¥ S
Map  Satellite
7. T TNorthglenn
- ~ REUN
% 9251 € e
~ Hender 30640, >
USA
4
| Thornton
Federal =
Heights
3 R
® L
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Washington City
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@

New Order Transporter In Transit Delivered Completed
Accept 10/06 at 102 10/0 59

View Ac

vity Timeline =

10/06/2022 08:13 AM

10/06/2022 08:22 AM

NED 10/06/2022 08:50 AM

10/06/2022 0917 AM

10/06/2022 09:59 AM

10/06/2022 1021 AM

SIGNATURE_ON_PICKUP 10/06/2022 10:21 AM

PROVIDED_ETA_DRC 10/06/2022 1021 AM
10/06/2022 10:59 AM
10/06/2022 10:59 AM
10/06/202210:59 AM

Event statuses captured and
communicated in real time
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